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 ● Vistar media only processes data on the documented instructions of a controller and there is a written contract setting out the respective responsibilities and liabilities of the controller and Vistar Media. 
 ● Vistar Media has conducted an information audit to map data flows. 
 ● Vistar Media has documented what personal data it holds, where it came from, 
 who it shares with and what Vistar does with it. 
 ● Decision makers and key people in Vistar Media demonstrate support for data 
 protection legislation and promote a positive culture of data protection 
 compliance across the business. 
 ● Vistar Media manages information risks in a structured way so that management 
 understands the business impact of personal data related risks and manages 
 them effectively. 
 ● Vistar Media has implemented appropriate technical and organizational 
 measures to integrate data protection into its processing activities. 
 ● Vistar Media would seek prior written authorization from the data controller 
 before engaging the services of a sub-processor. 
 ● Vistar Media has effective processes to identify and report any personal data 
 breaches to a controller. 
 ● Vistar Media has developed an information security roadmap to support a 
 GDPR-compliant IT infrastructure and development process. 
 ● Vistar Media has a process to respond to a controller's request for information. 
 ● Vistar Media has a process to routinely and securely dispose of personal data 
 that is no longer required, in line with the agreed timescales stated in its contract 
 with the controller. 
 ● Vistar Media has procedures to respond to a controller's request to suppress the 
 processing of specific personal data. 
 ● Vistar Media can respond to a request from the controller to supply the personal 
 data it processes in an electronic format. 

Starting with iOS 14, apps will need to receive permission from users in order to use the Identifier for Advertisers, the IDFA. 

Similar to the impact we’ve seen from other privacy regulations such as the GDPR and CCPA, we expect to see a decrease in scale from location data sourced from mobile apps and SDKs. 
As we know, the DOOH industry leverages mobile location data in various forms to meet marketers' needs for targeting and measurement. 
Therefore, the solution providers would have to work with their location data partners to plan for any necessary changes that would be required to continue offering solutions that meet client needs. For example, some solution providers may have to update their feasibility guidelines in order to collect a representative sample. 

We believe the iOS 14 update will not have a major impact on how we continue to provide quality data solutions to our clients. Due to the one-to-many nature of out of home, Vistar’s targeting and measurement solutions are based on the representative sample of a campaign’s target population. Our technology was also built in a way that ensures the capture of a representative sample for all of
our solutions. 
We have also been working closely with all of our data and measurement partners to set up systems for monitoring the ongoing impact of the iOS 14 update, so that we inform our clients of any necessary changes -- such as updates to feasibility guidelines -- in a timely manner. 

Right to know: the right to request additional details about a business’s handling of personal information, including the categories of personal information collected, the business and commercial purposes for collecting or “selling” that category of information, etc.
Right to access: the right to access the “specific pieces” of personal information that the business holds about the consumer
Right to delete: the right to request deletion of their personal information that a business holds. 
Right to opt-out from “sales”: The CCPA defines “sale” broadly to include almost all transfers of personal information for “monetary or other valuable consideration.” Transfers between businesses and service providers that are contractually bound to use personal information only for purposes of providing services are not “sales.”  
The Right for minors to opt-in to “sale”: the right to opt-in to the “sale” of personal information if the business has actual knowledge that the consumer is younger than 16 years of age.
Right to non-discrimination: the right to not be subject to adverse treatment as a consequence for exercising a right under the CCPA, such as by being denied goods or services, being threatened that goods or services would be denied, or by being offered a different price or quality of a good or service, unless that difference reasonably relates to the value of the consumer’s information to the
business. 

Establishing the legal grounds for positioning Vistar as a service provider to its clients under CCPA with respect to personal information provided by Vistar’s clients. 
Updating Vistar’s privacy policy to comply with CCPA transparency requirements with respect to personal information that Vistar processes as a business (e.g., information received from data suppliers). 
Establishing a process for supporting access and deletion requests (and sales opt-outs if required) with clients and partners. 
Enhancing information security for data protection. 

https://www.americanbar.org/groups/business_law/publications/committee_newsletters/bcl/2019/201902/fa_9/
https://www.caprivacy.org/about
https://lp.liveramp.com/rs/320-CHP-056/images/LiveRamp-CCPA-General-FAQs.pdf

Vistar Media: GDPR Compliance Procedure 
Vistar Media has been working with legal and privacy experts over the past few months to establish itself as a data process under GDPR. As a data processor, Vistar would not collect, store, or process location data unless such data is required to support specific advertising campaigns in the United Kingdom or the countries of the European Union. 
Below is an outline of the actions Vistar Media has taken to become compliant as a data processor under GDPR in the applicable jurisdictions. 

What is the iOS 14 IDFA update?

What is the impact of the iOS 14 IDFA update on DOOH advertising? 

How is Vistar responding to the iOS 14 IDFA update? 

CCPA 101
1. WHAT is the CCPA? 
The CCPA (California Consumer Privacy Act) is a new law that is intended to protect the privacy of California residents by giving them more control over their personal information and requiring companies that collect such information to provide more transparency regarding their practices. 

Under this new law, California consumers (defined as any resident of California) have various rights, including rights to know, access, delete, and opt out of (or opt-in to if a minor) the “sale” of their personal information. California residents also have the right to not be discriminated against for exercising their CCPA rights. We describe consumer rights in greater detail under Question #3. 
2. WHEN does it go into effect? 
The CCPA came into effect on January 1, 2020. The CCPA also directs the California Attorney General (AG) to issue regulations clarifying certain obligations. The AG released a draft of regulations in late 2019. The final version of the regulations is expected to be released in the early part of 2020. 
3. WHAT rights does CCPA provide to consumers? 
The CCPA provides the following rights to consumers in California:

4. HOW is Vistar getting compliant with CCPA? 
After consulting our privacy counsel Hogan Lovells and reviewing partner and client feedback, Vistar is taking the following steps to be compliant with CCPA: 

5. How is CCPA going to affect Vistar’s data offerings?
We do not foresee any significant impact on our data offerings. Our data providers have been implementing privacy and data protection measures in order to be CCPA compliant. 

We may, however, experience a slight decrease in data scale after CCPA takes into effect, which could result in adjustment of our feasibility thresholds. We will keep all internal teams and clients up to date as we learn more about CCPA’s impact on data scale in the first half of 2020. 
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